


 A crisis is the outcome of a risk 
event which one has not fully 
examined, has no plan for, and 
therefore can not control or 
mitigate the result. 

  
 
. 



 Escalating Flow of Events 
 Insufficient  & Inaccurate Information 
 Intense Scrutiny 
 Loss of Command and Control 
 How you respond can create a second crisis 
 Brand & reputation are under attack 
 Every crisis is a human crisis 
 Silence = Guilt 
 Surprise 

 
 

 



A crisis is not business as usual. 
            A crisis is business as unusual.  
 
 
How you answer the questions: 
  

“What should we do now?” & “What should we say now?”  
 
can have far reaching implications for your company.  
 
Often, these questions are complex and require far more than 
insurance claims or legal responses. 
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RECOVERY TIME OBJECTIVE & PRIORITIES 
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More Than 75 % of Businesses Use Social Media. 
Nearly Half Do Not Have Social Networking Policies 

In addition, 43 % of the respondents have reported  
employee misuse of social networks. 

Source: Proskauer’s International Labor & Employment Group 
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 Gazopt.  It is the act of having your reputation, 
your brand, your message, your identity, or a 
confidential communication co-opted by an 
unauthorized person or by one who is violating a 
confidence or trust.  

 It is no longer enough to think of social media as 
solely another medium to market your business.  

 In fact, the failure to monitor social media may 
mean the end of your firm.  

 Companies that have adopted social media 
without a clear monitoring plan are not truly 
using social media. 
 
 



• Discover the sentiment and opinions of people 

• Discover what people think of your brand or 
products 

• Identify emerging issues/ threats 

• Identify opportunities to develop message maps 

• Reinforce corporate messages  

• View the main influencers of your brand 

• View trends over days, weeks, months and years 

 
 



FINRA 
 
SEC 
 
NLRB 
 
NAIC 
 
FFEIC 
 
CFPB 
 
More to Come…… 



 ADVERTISING 
 Registered Principal Responsibility 
 Policy/Plan 
 Recordkeeping : 3-Year Document Retention 
 Trained 
 Signed Annually 
 Prior Approval 
 Co-Branding: ADOPTION - Responsible for 

Postings, Links, & Feeds 
 Entangled with Postings 
 Monitoring  
 Red Flags Triggers 



 FINERA / SEC / NAIC / NLRB 
 FFIEC: OCC / FRS / FDIC / NCUA / CFPB / SLC 
 Documents: How & Why 
 Identify, Measure, Monitor, & Control 
 “Expectation of management of risks” 
 “Financial institutions must manage potential risk 

associated with social media use & access.” 
 Failure leads to enforcement activities & civil 

lawsuits. 



 Risk of Harm to Consumers (CFPA) 
 Compliance & Legal Risk 
 Operating Risk  

• Account Takeover 
• Due Diligence 
• Oversight 
• Control 

 Reputation Risk 
• Fraud & Brand Identity 
• 3rd Party Contractors 
• Consumer Complaints 
• Employee Use 

 



 Governance Structure (Board or Senior Management) 
 Policies & Procedures (What & How) 
 3rd Party Contractor Due Diligence 
 Employee Training (Provide Guidance) 
 Oversight For Monitoring (Negative Comments & Employees) 
 Audit Compliance (How do you know? / Are you sure?) 
 Reporting to Board or Senior Management 
 Periodic Review 

 



 





Brand advocates are consumers who 

support specific brands and use in-person 

and online conversations to share their 

opinions, recommendations and thoughts 

about a company’s products and services. 

 

BRAND ADVOCATES WILL COME TO 

YOUR RESCUE 



Brand detractors are - people who want to 

deny the brand’s credentials even when 

offered the chance to communicate with the 

brand.  

 

BRAND DETRACTORS WILL NOT COME 

TO YOUR RESCUE 

















Penn State president 

Rodney Erickson 

 

"Penn State has general 

liability coverage like any 

similar institution. The 

university is adequately 

covered to handle 

lawsuits arising from the 

sexual abuse scandal that 

has rocked the country.” 

 

"In addition to that, we 

hope to be able to settle 

as many of these cases 

as quickly as possible.” 















“In case you’re bored during the storm, 

just Enter SANDYSALE at Checkout.” 





 Tell the Truth 
 No Spin 
▪ Credibility is Paramount 
 Identify a Spokesperson (Have 2 Backups) 
 Train the Spokesperson 
 3 Messages 

• Not Defined by Event 
• Invent the Future 
• Embrace the Families 

 Monitor & Adjust 
 Social Media is Media  
 Speed is Quality 
 Brand/Reputation Impact 



Social Media  Risk 

  

PREDICT. 
Understand the 
vulnerabilities, 
threats and impacts 

PLAN. 
Develop policies, 
processes, and 
procedures 

PERFORM. 
Implement viable 
solutions, training 
and testing 

Building a Comprehensive Program 



What are the metrics to assure that your 
management team, would be ready? 

 
How do you know? Are you sure? 

DISRUPTION OR DISASTER? 
 

PREDICT. PLAN. PERFORM. ®  



POLICY 
CONSIDERATIONS 

• Recruiting 
• Separation/Outplacement 
• Employee Blogging Policy 
• Facebook Usage Policy 
• Personal Blog Policy 
• Personal SN Policy 
• Personal Twitter Policy 
• LinkedIn Policy 
• Corporate Blogging Policy 
• Corporate Blog Use Policy 
• Corporate Blog  Approval 
• Corporate Blog Commenting 
• Corporate Facebook Usage 
• Corporate Facebook Comment  
• Comment/Messaging Policy 
• Corporate Twitter Account 
• Corporate YouTube Policy 
• Corporate YouTube Public  
• Comment Policy 
• Company Password Policy 

Employee Code of Conduct for Company  
Representation in Online Communications 
 


